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ABSTRACT  
The defence of Norway is built upon national defence, NATO’s collective security, and bilateral support and 
reinforcements from close allies. These three lines of efforts are underpinned by the total defence concept 
that builds national resilience. The deteriorated security situation following the Russian invasion of Ukraine, 
the impact of the Covid-19 pandemic and the impact of climate change, call for strengthening national 
resilience and defence. To inform processes to establish and assess resilience objectives at the national level, 
a system-scale and cross-sector functional approach for modelling of total defence systems has been 
proposed. The functional approach is established on the basis of an abstraction-decomposition space for 
critical infrastructure systems, taking into account NATO’s seven baseline requirements. Through this 
approach, cascading effects following disruptive events can be investigated by using dynamic inoperability 
input-output modelling. The modelling results can be used to aid resilience assessments of the total defence 
system for current and future defence scenarios. 
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1.0 INTRODUCTION 

The Russian invasion of Ukraine on 24th February 2022 and the 2020−2022 Covid-19 pandemic have 
affected all sectors in society and identified weaknesses in our preparedness. The war in Ukraine, in 
particular, has created lasting changes in the security situation in Europe. In addition, the security situation is 
exacerbated by revisionist authoritarian states who seek to disrupt the current rule-based international order, 
non-state actors who seek to inflict terror or gain profits through criminal acts, and the impacts of climate 
change. This calls for strengthening national resilience and our defence capabilities [1]. 

The defence of Norway is built upon national defence, NATO’s collective security, and bilateral support and 
reinforcements from close allies. These three lines of efforts are underpinned by the so-called total defence 
concept [2], where armed forces and civil preparedness efforts constitute a comprehensive whole-of-society 
approach to national security and defence. Given the direct involvement of the civil society, critical 
infrastructure and societal resilience become a vital part of the total defence. 

The armed forces’ reliance on civil resources and critical infrastructures operated by the private sector, has 
been acknowledged by NATO with the establishment of its seven baseline requirements [3]. Critical 
infrastructures are complex adaptive systems that undergo constant interaction with their economic, social 
and natural environments [4], [5], [6]. Despite the progress that has been made, understanding the fragility 
induced by the emergent properties of complex adaptive systems is still a major challenge [5], [7]. Strategies 
where risks are analysed, evaluated and treated individually, are therefore insufficient [7]. Thus, there is a 
need for active resilience strategies at the national level that exploit complexity theory-based system-of-
systems approaches. 
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To this end, a system-scale and cross-sector functional approach for modelling total defence systems is 
proposed. The aim of the approach is to inform processes to establish and assess resilience objectives at the 
national level. This paper presents the approach and how it can be linked to a scenario- and capability-based 
approach for analysing the Norwegian defence force structure.  

2.0 ANALYTICAL METHODS 

The functional approach is established on the basis of an abstraction-decomposition space for critical 
infrastructure systems [8], taking into account NATO’s seven baseline requirements. By combining this 
approach with so-called dynamic inoperability input-output modelling [9], [10], [11], [12], cascading 
consequences following disruptive events can be investigated for current and future defence-related 
scenarios. The latter requires a method for mapping the interdependencies between the different functions 
that constitute the total defence system. These three methods will be described in the following.  

2.1 Framework for Describing Total Defence Systems 
Sellevåg has proposed a system-of-systems-based framework for infrastructure planning and resilience 
policies that is grounded in theory for complex systems [8]. The framework consists of an abstraction 
hierarchy analysis and a part-whole decomposition of the system (work domain) under investigation. By 
imposing constraints on the system, the framework promotes design for adaptation, which is important since 
it would be impossible to prescribe, describe and risk assess all possible actions within a complex system.  

The abstraction hierarchy of the framework consists of the following five conceptual levels [8]: 

1) Functional purposes – The overall purposes of the system; 

2) Values and priority measures – The values that are assessed and used to measure the system’s 
progress towards the functional purposes; 

3) Purpose-related functions – The generalised functions of the system that are necessary to achieve 
the functional purposes; 

4) Infrastructure-related processes – The functional capabilities of the system’s assets that enable the 
purpose-related functions; 

5) Assets – The system’s assets that undertake the infrastructure-related processes. 

The part-whole decomposition consists of four levels: (1) whole system; (2) sectors; (3) sub-sectors; (4) 
types of entities [8]. Together, the abstraction hierarchy and the part-whole decomposition form an 
abstraction-decomposition space that can be used to describe the total defence system under study for 
modelling purposes. It is referred to ref. [8] for further details on the framework. 

2.2 Dynamic Inoperability Input-Output Model 
Describing the potential cascading consequences that follow disruptive events in a complex system is 
difficult without the support of modelling and simulation. For this purpose, several approaches have been 
proposed [13]. One of the most successful approaches is the so-called dynamic inoperability input-output 
model (DIIM) [9], [10], [11], [12]. With little computational cost, this approach is able to model how service 
degradation within one infrastructure influence other infrastructures’ ability to operate. 

DIIM is an economic-theory based model where infrastructure disruptions are modelled as a forced demand-
reduction and where the cascading effects on other sectors are described by backward linkages [9], [10], 
[11], [12], [14], [15]. The service degradation following a disruptive event at a given time  is described as 
the system’s inoperability, . The inoperability specify the normalised service loss for each of 
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the  infrastructures that can be realised after a prolonged demand-side perturbation,  [9], 
[12]. Given the initial condition  and if the final demand is stationary ( ), it can be shown that 
[9], [11]: 

 (1) 

Here,  is a  matrix that describes the interdependencies between the different infrastructures that 
constitute the system. Since , where  is the identity matrix, 
cascading effects (i.e. second- and higher-order effects) are captured by the model. The matrix  
is the so-called infrastructure resilience coefficient matrix, where  and  is the recovery time [9]. 
Thus, each  is influenced by the nature of each infrastructure  as well as the efforts to control it through 
risk management policies and preparedness efforts. Data on recovery times can come from requirements, be 
estimated by expert assessments or varied as part of a parametric analysis to investigate the effects of 
different recovery times.  

2.3 Estimation of Interdependency Parameters 
Three approaches have been proposed in the literature for estimating the  interdependency parameters:  
(i) use of physical connectivity [10], (ii) national account data [9], and (iii) expert assessments [16]. Of these 
approaches, the expert assessment method is considered as the most useful approach for the purpose of this 
work since mapping of physical connectivities would be too time-consuming and the use of national account 
data have limitations when describing temporal aspects of disruptive events. The expert assessment method 
takes advantage of the infrastructure operators’ knowledge of the impacts of outages on their own 
infrastructure. By assessing the direct consequence (first order dependency) of an outage in infrastructure  
on infrastructure , the  values of  can be estimated.  

Using Zimmerman’s [18] interpretation of interdependencies, the interdependency mapping was done by 
asking relevant domain experts the question: “On a scale from 0−5, how would you rate the direct impact on 

 occurring as a result of lack of services provided by  for the geographical region under study?” 
The experts were asked to consider the following service outage scenarios: (i) 1 day; (ii) 1−3 days; (iii) 

7 days. The 5-point impact scale was established from data provided by Setola et al. [16] (see Table 1 in 
[16]), and fitted to a power law equation: , where  is the impact scale value (Figure 1).  

  

Figure 1: Impact assessment values. 
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3.0 RESULTS 

To illustrate the use of the modelling approach, the Total Defence Concept of Norway is used as a case.  

3.1 Civilian Total Defence Functions 
Given that Norway is a small state, the Norwegian Armed Forces do not possess all resources that are needed 
to defend Norway in an armed conflict. Extensive civilian support to national and allied armed forces in 
crises and armed conflicts therefore constitutes the core of the Norwegian Total Defence Concept [2].  

Sellevåg [17] has proposed a minimum set of civilian total defence functions (TDFs) for modelling the 
Norwegian total defence on the basis of the framework published in ref. [8]. The abstraction hierarchy for the 
system is displayed in Figure 2, where the lower abstraction levels are shown for the energy sector. The 
purpose of the system is to defend Norway through continuous operations in normal situations, crises and 
armed conflicts. To achieve the functional purpose, the civilian TDFs must ensure provision of essential 
services to national and allied armed forces. The values and priority measures are established on the basis of 
Norwegian preparedness legislation and NATO’s baseline requirements and are as such relatively stable 
properties of the system. This will provide guidance if the system is experiencing stressful, unanticipated 
events. Financial services and services for positioning, navigation and time (PNT) were also included given 
the importance of such services for modern societies.  

 

Figure 2: Abstraction hierarchy for the system of civil total defence functions [17]. 

3.2 Mapping of Interdependencies 
For the Norwegian case study that is undertaken, it was decided to map interdependencies between the TDFs 
at the fourth level of abstraction (cf. Figure 2). Selected results from the interdependency mapping for the 
Norwegian case study are shown in Figure 3 (sensitive information exempt from public disclosure has been 
removed). As can be seen, the impact score for a given  varies considerably with outage duration and 
with which TDF that is suffering an outage. This reflects the current preparedness efforts that are in place. If 

 is suffering an outage, the impact on  is assessed to be severe already after 24 hours outage 
duration. For other TDFs, it will take 3 days or more before  suffers major to severe impact. 
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Figure 3: Interdependency mapping for Norwegian case study. 

3.3 Resilience Assessment 
After the interdependency mapping has been completed, the cascading effects following disruptive events 
can be investigated by using DIIM (eq. 1). The modelling results can then be used to assess the resilience of 
the total defence system for different scenarios. For the purpose of this work, resilience can be considered as 
“the ability of the system to sustain or restore its basic functionality following a risk source or an event (even 
unknown)” [19]. Following refs. [19], [20], the resilience loss ( ) for each  can be evaluated as (eq. 2): 

 
(2) 

where  is the start time for the disruptive event and  is the time it takes to restore the functionality of 
.  

The resilience loss for the total defence system as a whole can then be calculated as given in eq. (3): 

 
(3) 

The DIIM modelling results can also be used for assessing the probability that the system will restore its 
functionality to its pre-disaster level within a specified recovery time. This information can then be linked to 
results stemming from scenario- and capability analyses that are used for defence planning and force 
structure assessments [21]. The scenarios that are used for defence planning will provide readiness 
requirements for the different military force structure elements under study. If the system of civilian total 
defence functions is not able to recover from a disruptive event within a specified recovery time, it may 
negatively affect the readiness of the force structure elements, thus resulting in a military readiness gap [21].  

4.0 CONCLUSION 

This work has proposed a practical-in-use system-scale and cross-sector functional approach for modelling 
total defence systems that is grounded in theory for complex systems. The total defence system is described 
by using an abstraction-decomposition space for critical infrastructure systems, taking into account NATO’s 
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seven baseline requirements. By mapping the interdependencies between the system’s functions, cascading 
effects following disruptive events can be investigated by using DIIM. The modelling results can be used to 
aid resilience assessments of the total defence system for current and future defence scenarios. 

The limitations of the approach pertain primarily to the use of DIIM for modelling cascading effects. Firstly, 
only parts of the interdependency dimensions proposed by Rinaldi et al. [4] are covered by the model. 
Secondly, nonlinear effects are captured only to a certain extent. Thirdly, the  coefficients are treated as 
constant in time, which is not a good approximation for large-scale and long-term disruptive events. Lastly, 
the system is modelled at a high level of abstraction where each TDF is modelled as a single entity whose 
operability depends on the availability of the services provided by the other TDFs. 

Despite these limitations, the proposed approach can provide insight to national resilience aspects not easily 
gained otherwise. This is particularly the case for severe threats to national security that target vulnerabilities 
across different sectors of the society. It is therefore recommended to build a database of interdependency 
matrices for the civilian TDFs and the military force structure elements that constitute the total defence system. 
This database should be applicable for a broad range of scenarios that are used for security and defence 
planning. In order to achieve this, interdependency mapping should be undertaken for different geographical 
regions in the country. Further, it is recommended to take into account different outage periods for the TDFs, 
e.g. less than one day, one to three days, or seven days or more. Lastly, the database needs to take into account 
that the interdependencies likely will change for armed conflict scenarios compared to the peacetime situation. 
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